Platform Lie-ability

Social media platforms should be held liable and morally responsible for circulating
disinformation and harassment that leads to racism, slander, and offline violence. Section 230 of
the Communications Decency Act exempts platforms from legal responsibility for what is posted
to their sites, stating that “no provider or user of an interactive computer service shall be treated
as the publisher or speaker of any information provided by another information content
provider!. This section must be reformed, for social medias’ freedom from liability allows for
the flow of unmoderated information in a world where billions of people are absorbing online
sources. 510,000 comments are posted on Facebook and 456,000 tweets are posted on Twitter
each minute?. Users exercise their freedom of speech at sometimes harmful lengths, and
platforms either ignore these posts or remove them too late due to neglect and fear of
overstepping. Section 230 allows platforms to “profit off of hosting harmful content without
having to bear the costs of cleaning it up™. Social media, a potentially democratic tool, has
become a town square of hatred and lies, facilitating racism, religious slander, and harassment
that can incite violence if not controlled properly.

Social media fosters and amplifies misinformation in a landscape of blind trust in online
sources. The number of people getting their news from platforms like Twitter and Facebook
constantly increases, especially amongst younger generations, with 1 in 5 Americans saying that
they receive political news from social media instead of television, news websites, or print

media®. Citizens turn to these free platforms in an attempt to become informed, which becomes a
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problem when there is no rule governing platforms to take down information. Facebook, a site
from which 36% of Americans get their news?, refers to untrustworthy news sources 15% of the
time®. Falsehoods on Twitter are 70% more likely to be retweeted than actual news’. Companies
wait too long to remove harmful posts, allowing them to be spread virally before deletion. In
2020, rumors on Facebook spread false claims that left-wing activists started deadly wildfires in
Oregon®. These unfounded posts stayed on the site for several days. Facebook only took them
down after police and the FBI debunked the rumors. Disinformation and conspiracies aren’t just
available — they are promoted by social media’s algorithms to gain more views. Facebook has
started tweaking its services in attempt to keep users on their site, “amplifying the impact of
fabricated and sensational stories™. Former President Donald Trump thrived off the algorithm’s
amplification of incredulous claims, using Twitter as the “core platform for spreading
disinformation about the election”!?. Thirty-six of Trump's top 100 Twitter posts contained false
election information'!. Trump’s third-most popular tweet, receiving 1.2 million favorites and 191
thousand retweets, stated he had “WON THIS ELECTION, BY A LOT,” a lie that sparked the

right-wing activists’ storming of the United States Capital'?. In 24 days post-election, Trump
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racked up 200 Twitter flags for disinformation!. Trump’s Twitter was only removed after the
Capitol Riot on January 6th.

The misinformation that circulates on social media platforms has the potential to escalate
into political and ethnic violence. Fake news is posted to rile emotions or create rumors which
led some to take physical action. This was demonstrated through the riot at the Capitol following
a stream of incendiary tweets from Trump to “fight like hell” for the “stolen” election'?, leading
to the death of five people!. This happens internationally as well. Facebook played the key role
inciting real-world violence in Myanmar after episodes of violence against Rohingya refugees.
The United Nations launched an investigation and concluded that Facebook was a determining
cause in the genocide. The site, which aided in “foment[ing] division and incit[ing] offline
violence,” went unpatrolled by Facebook’s employees!'®. Facebook “missed a crescendo of posts
and misinformation that helped to fuel modern ethnic cleansing in Myanmar” as it lacked content
moderation'’. Indonesia, Facebook’s third largest market, is another country assaulted by
unchecked misinformation'®. In 2017, rumors circulated of gangs abducting children and selling
their organs. This resulted in the lynching of outsiders in nine different villages across the
country.

Unchecked rumors that are spread on platforms can also lead to violence against religious
groups. In 2018, a rumor circulated on Facebook with assumptions that a man’s death was tied to

a Muslim plot to rid Sri Lanka of Buddhists!®. These lies built up rage amongst the community
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and caused extremists to create Facebook Groups used to plan violent Muslim attacks as

(133

revenge. The posts were “‘the embers beneath the ashes’ of Sinhalese anger,” leading to the
burning of a man at the stake?. Facebook played the main role in every step from “rumor to
killing” by repeatedly ignoring violent and hateful posts. Another false rumor that police had
found 23,000 sterilization pills from a Muslim pharmacist in Ampara spiraled into the beating of
an innocent restaurant owner, the destruction of his shop, and the burning of a local mosque?'.
An online syndicate, Saracen, was uncovered by Indonesian police in 2016; yet they continue to
run unsupervised on Facebook??. They uploaded incendiary posts disparaging government
officials, insulting religions and ethnicities, and spreading fake news. One post slandered a
former governor of Jakarta with a doctored video of anti-Islam comments.

Unfiltered speech on social media causes harm by perpetuating communities of hate.
Harassment spreads rapidly through social media. Pew Research found that 41% of Americans
have experienced some form of online harassment®*. “Communal hatreds” overrun Facebook
walls without legal oversight by the government?*. Some platforms have policies banning hate
speech, yet content that falls under this category is often not removed promptly, if at all.
Harassment on social media rarely gets checked unless attention is drawn. In 2018, there were
11,696 Instagram posts with the hashtag “#jewsdid9117%. This hashtag has been deleted, yet

others still stand such as “#jewsdidtheholocaust™ with 382 posts?® and “#88”, an abbreviation for

a Nazi salute, with 1.3 million posts?’. Actress Leslie Jones was the target of cruel hatred from
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internet trolls after the release of the new Ghostbusters movie?®. Users called her slurs, attacked
her image, and compared her to an ape. Jack Dorsey, Twitter’s CEO, reached out to Jones and
suspended or banned multiple accounts. Jones said that “hate speech and freedom of speech are
two different things,” urging platforms to more promptly take down hate messages.

Online harassment can foreshadow escalations to real world violence. Social media gives
extremists a platform to publicize their opinions, find others that share their views, and spew a
constant stream of hateful propaganda®®. White-supremacists have “used technology in a way

730 Wade Michael Page is one man

that has been unbelievably effective at radicalizing people
who used Gab, an online forum, to spread his hatred and find like-minded people, urging them to
“stand and fight™3!. Page raided a Sikh temple in a Milwaukee suburb and killed six people in
2012. Robert D. Bowers expressed his hatred of Jews on Gab and proceeded to kill eleven people
at the Tree of Life Synagogue in Pittsburgh in 2018. The gaming site Discord was used by
extremists to plan the Unite the Right rally against the removal of the Robert E. Lee statue in
Charlottesville*2. They discussed logistics of the protest, including what weapons they would
bring and legality of ramming a car into a crowd, directly preceding the automobile-induced
death of Heather Heyer??. Facebook promised to take down white supremacist content in March

2019, and in some cases they have done so**. Facebook and Twitter banned David Duke?® and

James Allsup?®, two alt-right men who had large presences on social media, yet other volatile
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users still remain. The Twitter user @SAgenocide is one racist account filled with South African
bashes and has aimed to “stop the brutal murders of whites™’.

There exists United States code suggesting social media platforms should be held liable
for the posts of their users; but there is also a moral obligation that rests with the companies. The
United States law states that “providing ‘communications equipment’ to terrorist organizations is
materially aiding terrorist organizations... [social media is] consciously providing a
communication service for terrorists and giving them an audience™®. These platforms are aiding
and abetting to criminal activity when posts on their sites that incite violence are not removed.
Social media companies might also be held liable under Section 2101 in Title 18 of the United
States Code?. This title states that it is illegal to use “any facility of interstate or foreign
commerce...to incite a riot... to commit any act of violence in furtherance of a riot”. This means
platforms should be held responsible for information posted that incites riots or violence. Social
media companies have a moral imperative to remove misinformation and harassment from their
platforms even when legal code is murky. Platforms have the ability to imperceptibly change our
behavior and opinions, crafting a world where “each person has their own reality with their own
facts”#. Facebook COO Sheryl Sandberg said that she believed Facebook has both a moral and
legal obligation to take down accounts that are incentivizing violence during a Capitol Hill

hearing in front of the Intelligence Committee in 2018*!. Rafi Martina, when asked about

platforms’ moral obligations, said that “Facebook is still an engine for incitement all over the

37 https://twitter.com/SAgenocide
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world against vulnerable ethnic, religious, and racial minorities™*?. A reform of Section 230 is
important in protecting groups often marginalized by online sites and protecting individuals from
harmful disinformation.

The growing attention towards the lack of platform liability has led to the development of
potential amendments to Section 230. Senator Mark Warner proposed the SAFE TECH Act this
February, which, if passed, would make platforms legally responsible for unremoved content
exemplifying stalking, harassment, or intimidation**. This act will not cover the removal of
disinformation from sites but is a start to placing responsibility on those who should be
moderating content. It is up to platforms, whether a law is passed or not, to “exercise editorial
discretion and do some curation to maintain civil discourse on the platform™#*. Users themselves
can aid in calling out platforms, as targeting misinformation is difficult to legally address.
Martina says that consumers must put pressure on platforms and call for more protective policies
in “ways that the government can’t do”. Users should also follow a variety of accounts to digest
diverse information to ensure unbiased content*. The need for social media companies to handle
misinformation and harassment can be a matter of life and death — Section 230 must be
reformed to put more liability on platforms for the harmful lies and hate messages circulating on

their sites.
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